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Introduction

Good morning and thank you, Dean [Trevor] Morrison for that very kind introduction. It is a pleasure to
be here today and | want to thank the NYU Program on Corporate Compliance and Enforcement and
the NYU Pollack Center for Law and Business for co-sponsoring this program. These programs
provide important forums for sophisticated dialogue on critical white collar enforcement issues, which
have an increased prominence post-financial crisis. | am honored to join your list of distinguished
speakers.

Consistent with the core missions of these programs, | will talk to you today primarily about the SEC’s
enforcement program, but also more broadly, about how best to punish and deter white-collar
wrongdoing. As you know, the SEC is the primary regulator and enforcer of the federal securities laws.
How we go about our job is thus critical to the protection of investors and the integrity of our capital
markets. After nearly four years as Chair of the SEC, following almost nine years as U.S. Attorney for
the Southern District of New York, where the criminal prosecution of white collar wrongdoing was —
and still is — a major priority, this seemed like the right time to speak here about this important topic.
And, as you might guess, after spending much of my career in law enforcement, | have strong views
about the importance of strong enforcement in the white collar space and what it takes to achieve that.

During my confirmation hearing, | pledged that | would pursue a “bold and unrelenting” enforcement
agenda as SEC Chair.[1] And through the hard work and dedication of the staff of the SEC’s
Enforcement Division — and the many other parts of the agency that support the Division — we have
delivered on that promise. By every measure, the SEC’s enforcement program has been a resounding
success. While numbers are a small part of the story, in the last three fiscal years, we have brought
record numbers of enforcement actions, obtained unprecedented monetary remedies in the billions of
dollars, and returned hundreds of millions of dollars to harmed investors.[2]

We have brought many innovative and first-of-their-kind cases across the spectrum of the securities
laws to protect investors, deter misconduct, cover the landscape of the marketplace, shape industry
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norms and practices, and send a strong message that the SEC is — and always must be — the tough
cop on the financial beat.[3]

These accomplishments have been made possible by a new model for SEC enforcement. Indeed, we
have essentially changed the way we do business in enforcement — from the way we identify
misconduct, to our investigative processes and tougher settlement approaches, to the types of cases
we bring, to our continued focus on individuals in every case, and to our trial work. These changes in
the landscape of SEC enforcement have resulted in our renewed identity in the markets as an
aggressive, nimble — and importantly — fair regulator. “Tough, but fair,” a label that has sometimes
been applied to me,[4] is what we strive for at the SEC, even as we have become bolder and more
effective with our new approaches.

To give you a sense of how we at the SEC have changed the way we enforce the federal securities
laws, | am going to first discuss Enforcement’s emphasis on the need to be trial-ready, reflective of our
new “investigate to litigate” philosophy.

Then, | will cover Enforcement’s new approach to identifying wrongdoing, including harnessing the vast
array of financial and marketplace data now available and taking maximum advantage of our game-
changing whistleblower program. Next, | will discuss the SEC’s continuing emphasis on cases against
individuals — the best form of deterrence against white collar wrongdoing. | will also discuss how the
admissions policy | instituted in 2013 has begun to transform the meaning and impact of many of our
settlements. [5]

I will discuss our expansion of coverage to areas where our efforts have had demonstrable and almost
immediate impact on sectors of the market previously largely untouched by the reach of enforcement.
Finally, | will conclude my remarks with brief observations about certain areas where additional
measures, some of them controversial, may be necessary in order to further strengthen white collar
enforcement, both in the civil and criminal arenas.

This is a lot of ground to cover, so let me get started.

“Investigate to Litigate”

One important change in the way the SEC conducts enforcement that has allowed us to become
bolder and more unrelenting is our emphasis on “investigating to litigate,” which, simply put, means
that we have asked the staff to conduct all investigations with litigation in mind. During our
investigations, we have enhanced our focus on acquiring admissible — and persuasive — evidence of
the underlying elements that we will have to prove at trial, so that whenever possible, we produce a
trial-ready record that can be used to prevail at trial or to secure a strong settlement. We also have
enhanced our trial capacity, increasing our hiring of attorneys who have significant trial experience,
often as criminal prosecutors.

Use of Reverse Proffers

Using reverse proffers at key points in our investigations is one way Enforcement leverages the
“investigate to litigate” approach. When appropriate, we share with defense counsel significant
documents and expected testimony, as well as any analyses we have done. We often do reverse
proffers at an advanced stage of an investigation in order to attempt to bring the investigation swiftly to
a close on strong settlement terms. But we also sometimes do them much earlier in order to
demonstrate the benefits of cooperating with our ongoing investigation. This sort of blunt and bold
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transparency — a familiar tool for many prosecutors — drives home to parties in our crosshairs that we
are ready, willing, and able to litigate the case — and win.

The Importance of Being Trial Ready

Obviously, the true test of an investigate-to-litigate philosophy is how a case stands up in court.
Enforcement programs cannot be strong unless we have the ability to prove it in court.[6] While the
SEC historically has had a strong trial record, we have enhanced that record over the last few years.
Indeed, we have not lost a jury trial in federal district court in two and a half years, and the wins have
been significant, including our victories in a case against two Texas billionaires accused of violating the
laws governing ownership and trading of securities by corporate insiders,[7] an insider trading case
against two brokerage employees that we successfully tried after the Second Circuit’s decision in
United States v. Newman,[8] and a first-ever case against a recidivist municipality and one of its city
officials.[9]

The agency’s trial record is impressive on any scale, but all the more so given the difficulty and
complexity of the cases we try. Unlike our colleagues at the Department of Justice, we generally
proceed without the benefit of cooperators, wiretaps, and many of the other tools prosecutors have.
Our litigated cases, which are typically technically complex, also require us to heavily rely on
circumstantial evidence, confront hostile witnesses, and refute testimony by the defendant — a much
rarer occurrence in criminal cases.[10]

Use of Data Analytics to Uncover and Investigate Misconduct

Another transformative way our approach to securities enforcement at the SEC has changed is
through our vastly increased use of data and data analytics to detect and investigate misconduct.
There are now huge quantities of data available for nearly all parts of the market, including corporate
equity and bond trading, trading in complex financial instruments, municipal bond trading, and other
market activity. More than ever, the SEC is developing in-house innovative analytical tools to take
advantage of today’s data-rich environment. The result is that the number of cases we are able to
originate in-house has risen dramatically.

When | arrived at the Commission, we created the Center for Risk and Quantitative Analytics within the
Enforcement Division to help harness the vast data now available to us and, over the last two years,
the Center has provided data analytic expertise for over 100 cases against more than 200 entities and
individuals in matters involving insider trading, hedge funds, municipal issuers, and complex financial
instruments, among others. The Market Abuse Unit in Enforcement also created an Analysis &
Detection Center in 2011, today staffed with 10 specialists who use several newly developed tools to
analyze trading data, using the billions of lines of bluesheet trading data we now have in-house to build
insider and abusive trading cases.

In the last few years, these efforts have resulted in at least nine insider trading cases originating solely
from leads generated by these types of tools, many others in the pipeline, and dozens of other cases
being expanded using these tools to identify additional unlawful trading.[11] Some of you may recall
our ground-breaking action, brought in conjunction with the New Jersey and Eastern District of New
York U.S. Attorney’s Offices, involving dozens of hackers and traders in and outside the U.S., who
reaped over $100 million in illegal profits by hacking into multiple newswire services to steal hundreds
of corporate earnings announcements and trading on this information before it was publicly released.
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Our cases against these overseas traders would not have happened without our new data analytic
tools.[12]

Using Whistleblowers to Detect Misconduct

In addition to the greatly enhanced scale of data we are now accessing and using, whistleblowers have
also become key sources of very significant cases. We recently surpassed the $100 million mark for
awards to whistleblowers, and tips in fiscal year 2016 surpassed 4,200, rising over 40 percent from
2012, the first fiscal year the program was in place.[13] The whistleblower program has had a
transformative impact on enforcement and that impact will only increase in the coming years as the
program becomes more well-known and the significant rewards of participating in it become clearer to
whistleblowers.

At the same time, we must acknowledge that it is not easy to be a whistleblower. Many financial and
psychological barriers remain — barriers we at the SEC have taken aim at in order to change corporate
attitudes and enhance protections for whistleblowers.[14] Thus far, the Commission has brought two
settled actions under the anti-retaliation provisions of the Dodd-Frank Act,[15] and five settled actions
against companies for violating Rule 21F-17,[16] which precludes actions that impede communications
with the Commission by whistleblowers. We have been aggressive in enforcing this rule, including
against companies that prohibited employees from recovering a whistleblower award as a condition of
receiving severance benefits.[17] These actions have significantly influenced industry conduct in
important ways, including widespread revisions to confidentiality and severance agreements to
conform to our rules and stronger internal compliance structures aimed at protecting whistleblowers
and prohibiting retaliation against them.

The SEC intends to stay on the whistleblower beat to ensure protection of whistleblowers and that tips
on corporate wrongdoing continue to flow to us unimpeded.

Focusing on Individuals

Holding individuals liable for wrongdoing is a core pillar of any strong enforcement program. A
company, after all, can only act through its employees, and to have a strong deterrent effect on market
participants, it is absolutely critical that responsible individuals be charged and that we pursue the
evidence as high as it can take us. | have obviously recognized the importance of focusing on
individuals since my early days as a prosecutor,[18] and the Commission’s actions over the past three
plus years show the priority that we are placing on establishing individual liability.

Financial reporting cases, a critical priority of our enforcement program, is an area where we routinely
charge both companies and responsible individuals, including senior executives.[19] When | came to
the Commission, | came with a plan to refocus Enforcement staff on financial reporting cases, given
the importance of financial reporting and auditing to the integrity of our markets and the protection of
investors. In response to this initiative, the Financial Reporting and Audit Task Force was created —
now a permanent group in Enforcement — and the Division as a whole soon opened new and important
financial reporting cases in every office, calling on the talented attorneys and more than 100 skilled
accountants in the Division to build these cases.

We have delivered results. In fiscal years 2015 and 2016, the Commission brought over 200 issuer
reporting and disclosure actions and charged over 245 individuals, nearly doubling our output over
fiscal years 2012 and 2013. We have also proceeded aggressively under Commission Rule 102(e)
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against audit firms and their audit personnel in these cases, for both audit failures and independence
violations, including against national office personnel.[20] These actions are an example of our
continuing focus on gatekeepers, who are uniquely in a position to prevent or detect wrongdoing.

In fiscal years 2015 and 2016, the Commission brought 104 accountant proceedings under Rule 102
(e) against 157 respondents, including 121 individuals, again, doubling our output compared to fiscal
years 2012 and 2013. These cases send important messages to accountants and other gatekeepers
that the Commission will pursue them when they fail to live up to their important obligations and
professional standards.[21]

The Transformative Impact of the SEC’s Admissions Policy

Another way we have changed the business of enforcement is by demanding additional accountability
in our settlements. As many of you know, when | came to the Commission, | instructed the
Enforcement Division to change its longstanding policy of settling all cases that did not involve a
criminal component on a no admit-no deny basis — the nearly universal protocol used in settlement of
civil enforcement cases. The deterrent message of settlements, and the public’s confidence in civil law
enforcement, can be enhanced significantly by requiring admissions of wrongdoing. My views on this
are, of course, informed by my experience as a federal prosecutor where criminal defendants —
individuals or entities — must voluntarily admit their guilt if they agree to plead guilty.[22]

In a first for a civil financial regulator, we announced in June 2013 that the SEC would begin to require
admissions as a condition for settlement in certain types of cases, including cases with harm to large
numbers of investors or significant risk of harm to the market, where the settling party engaged in
egregious conduct or obstructed Commission investigations, or where admissions would significantly
enhance the deterrent message of the action. We also made clear that the majority of our cases would
still be settled on a “no admit, no deny” basis, as we and other civil law enforcement agencies have
done historically. That practice allows the Commission to obtain significant relief, eliminate litigation
risk, return money to victims more expeditiously, and conserve scarce enforcement resources for other
matters.[23] But a tougher balance was struck with our new admissions settlement protocol.

The Commission’s new approach to admissions has given the Enforcement Division an additional
powerful tool to use in appropriate cases, which has strengthened the program by increasing
accountability. Since the Commission instituted the admissions policy, we have obtained admissions
from 77 defendants and respondents — 30 individuals and 47 entities. We also do not accept “no admit,
no deny” settlements where a defendant has been found guilty or admitted relevant facts in a
proceeding involving other criminal or civil authorities,[24] and there are dozens more of these cases.

Since we initiated the new protocol, we have obtained admissions from a broad spectrum of important
market participants — financial institutions, broker-dealers, audit firms, and individuals, and in both
scienter-based and nonscienter-based cases.

When we introduced our new admissions policy, | acknowledged that some firms and individuals might
opt to litigate rather than settle on our terms.[25] And that has happened, but it has not deterred us.
Our very significant and recent trial win against the City of Miami (for misstatements in connection with
bond offerings) was a trial that occurred primarily because the City would not accept admissions; we
have now resolved the case with the City with a $1 million penalty. Other defendants have balked at
admissions during pre-filing settlement discussions, but after we filed our actions and the strength of
our case became clear, we also settled these matters with admissions.[26]
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In another measure of the impact of our new admissions protocol, other civil financial regulators are
following our lead and are beginning to require admissions in some of their cases, thus strengthening
the impact of civil law enforcement generally.[27]

The Measurable Impact of SEC Enforcement Activity

In combatting white collar crime, our eye must always be on deterrence of others, as well as
punishment of the particular wrongdoer. Although deterrence in law enforcement is very difficult to
measure, after decades in the trenches in both the public and private sectors, | am convinced that
strong enforcement has a uniquely deterrent value in white collar enforcement — sophisticated and
knowledgeable market participants pay very close attention to what the SEC and the Department of
Justice are doing and modify their conduct accordingly. Recognizing this leverage to modify behavior, |
also concluded that we at the SEC should more proactively aim our enforcement efforts at stopping a
wider range of violative practices that harm investors in our markets. We thus increasingly focus
attention on areas and cases that have a strong and immediate impact on problematic industry norms
and practices — another measure of our success.

Of course, we continue — and always will continue — to relentlessly pursue cases of blatant fraud and
where investors are defrauded through misrepresentations by companies, investment advisers and
others, and we bring many such cases.[28] In those cases, we often partner with our Department of
Justice colleagues to enhance the available sanctions and increase deterrent value — indeed, since |
became Chair, the criminal authorities have brought about 500 cases related to conduct under
investigation by the SEC.[29]

We have also, however, increasingly brought cases — including those involving negligent actions — that
harm investors in other important ways that can be remedied through changes in industry practices in
response to our actions, thus benefiting huge segments of investors beyond those harmed in a specific
case. While we are always also focused on promulgating new rules to stop or correct various industry
practices, we are now, in a more deliberate and creative way, enforcing existing rules to bring about
measurable change in the market, as well as deterrence and punishment. Let me show you how well
this approach has worked.

Equity Market Structure

The equity markets have changed significantly over the last 10 years, as automated trading has
become the norm and trading venues have proliferated. As we have adopted new rules to address
various market structure issues, the Commission, through the work of our Enforcement Division, has
also been quick to bring actions to show that we take these new requirements seriously and to
positively influence market participants to correct troublesome market practices.[30]

Take, for example, the Commission’s important market access rule.[31] That rule was implemented in
2011, following the 2010 flash crash, and requires brokers and dealers who access the markets to
document and maintain a system of risk management controls and procedures that are reasonably
designed to manage the financial and regulatory risks of market access and increased automated
trading.[32]

During my tenure as Chair, the Commission has brought seven cases under this rule,[33] most
recently a settled proceeding involving the largest penalty imposed under the rule against a major
financial institution.[34] That firm failed to maintain effective trading controls, leading to erroneous
orders being sent to the markets and causing mini-flash crashes.[35] These cases have led to
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extensive changes across the industry that have enhanced overall market stability, including tighter
controls on erroneous trade entries, capital limits, and software changes.

Other risks to investors from our current market structure can arise from the proliferation of Alternative
Trading Systems (ATSs) — entities that pair buyers and sellers of securities outside the context of more
transparent and highly regulated exchanges. ATSs are required, however to make accurate
representations to subscribers about how they will handle trading and have safeguards in place to
protect subscribers’ confidential order and trading information.

Since | became Chair, the Commission has charged seven significant ATSs with violations of these
rules.[36] These cases too have altered conduct by ATSs generally, ensuring that they more clearly
and accurately describe for subscribers their trading procedures and that they adequately safeguard
the confidentiality of subscriber orders and executions. The cases have, in short, delivered greater
investor protection to all investors accessing the markets.

Private Equity Enforcement

Private equity enforcement is another example of how our actions have led to significant and nearly
immediate positive changes for a broad swath of investors.[37] Over the past three years, we have
brought 11 actions against private equity advisers for undisclosed fees and expenses, impermissible
shifting and misallocation of expenses, and failure to adequately disclose conflicts of interests to
clients. Our strong sense from exams and industry discussions is that, through the Commission’s focus
on these problematic practices, we have helped to transform the level of transparency of fees,
expenses, and conflicts of interest, and have prompted very meaningful change for the benefit of
investors.[38]

Public Finance Enforcement

Public finance, and the municipal securities market in particular, is another critically important area
where we have brought to bear our bolder and more unrelenting approach to enforcement to change
industry behavior. As many of you know, the Commission’s regulatory jurisdiction over the municipal
securities market is more circumscribed than in the public company realm since we cannot directly
require municipalities to make periodic disclosures. So, we have to be more innovative in targeting
misconduct that is occurring in the municipal market.[39]

We have done this by bringing many first-of-their-kind actions, where we have used a range of legal
theories and remedies. These include using controlling person liability to target municipal officials not
directly accused of knowledge of misrepresentations in offerings, but who had control over the entities
or individuals involved in the misconduct and the bond offerings,[40] using our emergency asset freeze
authority to stop a municipal offering that we believed was fraudulent,[41] and proceeding against an
audit firm and engagement partner for issuing fraudulent audit reports in connection with municipal
bond offerings.[42]

One dramatic example of the Commission’s impactful work in this area is the Division’s MCDC
initiative. MCDC, the Municipalities Continuing Disclosure Cooperation Initiative, is a cooperation
initiative which encouraged issuers and underwriters of municipal securities to self-report violations of
the federal securities laws related to continuing disclosure.[43] Under the MCDC initiative, the
Enforcement staff recommended standardized, favorable settlement terms for municipal issuers and
underwriters who self-reported that they made inaccurate statements in bond offerings about their prior
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compliance with continuing disclosure obligations and who agreed to enhance their procedures going
forward.[44]

While not every self-report resulted in an enforcement action, the Commission charged 72 broker-
dealers, representing about 96 percent of the market for municipal underwritings.[45] And, this past
August, the Commission charged 71 municipal issuers for making false statements or misleading
omissions in their bond offering documents.[46] All indications are that MCDC has vastly increased
issuer compliance with their continuing disclosure obligations.[47] It is a good example of our
innovative, wide-ranging enforcement program — bolder and unrelenting — that is bringing about new,
demonstrable benefits for investors.

How to Build Even Stronger White Collar Enforcement

The enhancements | have discussed with you today and others we have made have altered SEC
enforcement and significantly strengthened our protection of investors and deterrence of wrongdoing.
But let me pivot to the future for a couple of minutes. Strong enforcement and deterrence can — and
should — always be made stronger. The goal must be zero tolerance for white collar wrongdoing.

As | often said when | was the U.S. Attorney for the Southern District of New York, white collar crime is
no place for timidity. Although we have enhanced SEC enforcement in major ways, | am the first to say
that there is still more work to be done to further strengthen white collar enforcement, both at the SEC
and elsewhere. Indeed, regulators and prosecutors worldwide are especially struggling with how best
to deter what seems to be a persistent, post-financial crisis pattern of corporate wrongdoing at our
major financial institutions.[48] How can we do that?

Expanding the Reach of Liability for Senior Executives

If we are to be more effective in pursuing and deterring white collar wrongdoing, we must first be clear-
eyed and knowledgeable about what conduct current law reaches — and doesn’t — and to be always
mindful of relentlessly pursuing the evidence wherever it leads, but doing so fairly. We need to sort
through the political rhetoric and decide whether (and how) we want to amend current laws — civil and
criminal — to more frequently impose liability on executives and officers for offenses committed by
employees “on the watch” of the executives and officers.

As our record in the financial crisis and financial reporting cases attests, the SEC prioritizes bringing
charges against individuals, including senior executives, where the evidence supports charges we are
authorized to bring.[49] In certain areas, however, such as improper sales and disclosure practices of
complex products at major financial institutions, it has been much more difficult to hold senior
executives responsible, either because they do not have their fingerprints directly on the conduct or
indeed are not involved in it. Most criminal offenses also require proof of scienter, the highest standard
of culpability, which is often very hard to prove beyond a reasonable doubt even when it may be
present. There is thus growing frustration that current law does not more broadly impose responsibility
on senior executives, either for fostering a culture that led to the misconduct or for failing to ensure the
existence or proper functioning of controls that could have prevented it.[50]

If we are to hold more senior executives responsible for misconduct that occurs at their companies, we
have to think outside the box of our current laws. In this regard, | am drawn to a recently-implemented
approach in the United Kingdom. The United Kingdom has implemented what they call the “Senior
Manager Regime,” which is designed to incentivize executives and other senior managers to take
greater responsibility for their actions (or non-actions) and the actions of their employees. This regime
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makes it easier for the authorities to hold more individuals accountable for offenses that occur in areas
of the executives’ responsibilities, even if the executive is not involved in the misconduct, does not
know about it, and does not directly supervise the offending employees.

One aspect of the U.K. framework holds senior executives liable for misconduct at their institutions in
their areas of responsibility if they did not take “reasonable steps” to prevent the misconduct that
occurred.[51] Another provision imposes criminal liability on a senior officer, who makes a decision that
“falls far below what could reasonably be expected,” which causes the failure of the firm.[52]

The U.K. regime was introduced for banks more than eight months ago, and in 2018, the regime will be
extended to cover all U.K. financial services firms.[53] Andrew Bailey, the U.K. Financial Conduct
Authority’s new chief executive, noted recently that, while there still remained work to be done,
preliminary reports indicated that “firms are taking their responsibilities seriously and have broadly got
the regime right.”[54]

At the SEC, we are able to charge and sanction a manager for failing to reasonably supervise a
subordinate who has violated the federal securities laws. And we do use that authority, as reflected in
cases we bring against senior executives other law enforcement agencies are not able to charge.[55]
But that offense often relies on ignored red flags to prove the case, and does not extend to executives
of non-registrants like public companies. The SEC’s authority to hold executives and officers
accountable under existing law is thus considerably narrower than our U.K. counterparts now have. At
a minimum, we should closely study the track record of the U.K.’s Senior Manager Regime for what it
can teach us about implementing a broader and stronger enforcement regime in the United States for
holding executives accountable.

A properly-designed compensation and incentive system can also be a strong motivator for good
behavior that avoids excessive risk taking and a number of responsive post-crisis measures have been
adopted globally.[56] There are also ideas for imposing penalties on executive compensation for
corporate wrongdoing that does not directly implicate executives.

For example, an approach advocated by Bill Dudley, the President of the Federal Reserve Bank of
New York, would require financial institution compensation to include a deferred compensation
component that does not begin to vest for several years.[57] If, during that deferral period, civil or
criminal actions are brought relating to the executive’s area, the deferred compensation would be used
to pay a portion of any civil or criminal fine imposed on the entity.[58] This approach — leveraging
deferred compensation as a sort of “performance bond” — is designed to “strengthen the incentives for
senior leaders to design and implement the necessary changes to improve their firm’s culture.”[59]
This idea, like the U.K. Senior Manager’s Regime, would impose liability on executives for misconduct
they did not engage in or condone and thus would expand liability considerably beyond current law.[60]

Concepts of fundamental fairness and “guilt is individual” rightly run deep in our jurisprudence. But,
given the seemingly intractable persistence of serious corporate wrongdoing, the time for deciding
whether to impose greater accountability, by expanding the reach of our laws, would seem to be at
hand. If we are to strengthen deterrence and incentivize true change in the culture and behavior of our
financial institutions, we need to make the difficult decision of whether to consider legislation,
appropriately calibrated, to reach further into the C-Suite for accountability.

| can assure you that there would be no lack of will by law enforcement to use such new tools. If we
move in that direction, it will be up to all of us to ensure that the expanded authority is also used fairly.
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Increased Penalty Authority

Another, somewhat less controversial proposition is to increase the penalty authority of the SEC.
Although | often wish it were otherwise, the SEC does not have the authority to send anyone to jail. So,
civil penalties are one of our most important tools for punishing and deterring misconduct. But current
law too narrowly limits the amount of penalties that the SEC can seek and recover.

Today, the SEC cannot assess a penalty based on how much investors have lost. Rather, our penalty
authority in civil actions is limited to the greater of either an amount set by statute or the defendant’s ill-
gotten gains, which is often much less than investor losses. Even civil litigants have the ability to obtain
recoveries based on investor losses. Surely, Wall Street’s cop on the beat should also have that
authority.

Bipartisan legislation has been introduced in Congress a number of times to allow us to seek penalties
based on either three times the defendants’ ill-gotten gains or the amount of investor losses —
whichever is greater.[61] While we have — and will continue to — make aggressive use of our existing
penalty authority, | hope the next Congress makes progress in adding real teeth to the SEC’s penalty
authority — the subject of previous bills and a component of an otherwise very worrisome broad-based
proposal to roll back much of the Dodd-Frank Act.[62]

Preserving Investigative Tools
If we are to remain the strong enforcers that investors and our markets deserve, we also need to be
vigilant in preserving our existing law enforcement tools. | will mention two.

During my tenure as Chair, | have sought to work with Congress in its efforts to modernize the
Electronic Communications Privacy Act (ECPA), which governs the authority of law enforcement to
obtain emails from internet service providers (ISPs). The bills currently pending in Congress to update
ECPA would unfortunately pose significant risks to the American investing public by impeding the
ability of Commission staff to investigate and uncover insider trading, Ponzi schemes, and other types
of fraud where use of personal email is common.[63]

As drafted, the proposed bills would require a criminal warrant to seek the content of subscriber emails
and other electronic communications from ISPs.[64] The SEC, as a civil law enforcement agency,
cannot obtain criminal warrants.[65] Thus, the SEC would no longer be able to gather these
communications directly from an ISP to obtain often critical and otherwise unobtainable evidence of
serious wrongdoing.[66]

Although | support efforts to update ECPA’s privacy protections and evidence collection procedures, |
believe there are better ways to update ECPA that offer stronger privacy protections and observe
constitutional boundaries, but without putting innocent victims and our capital markets at risk. Any
effort to update ECPA can, and should, be done without harming the ability of the SEC to protect our
nation’s citizens from securities fraud.[67] Congress should not make it harder for us to detect frauds
that harm innocent investors and to bring white collar wrongdoers to justice. The job is already a very
hard one, without adding unnecessary burdens.

In a similar vein, recently, there have been a lot of questions about, and a number of thus far
unsuccessful legal challenges to, the Commission’s use of administrative proceedings — an alternative
forum to district court for adjudicating securities law violations. Administrative proceedings offer a fair
and efficient way to determine liability for potential violations through streamlined proceedings
ultimately adjudicated by the Commission and reviewable by a Court of Appeals. Due process is
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provided in these proceedings and we have recently adopted amendments to our rules to provide
additional time and discovery in these proceedings, while preserving their efficiency.[68] We should —
and will — fight efforts to roll back our authority to bring these important proceedings to protect
investors in our markets.

Conclusion

Let me stop there. | hope my remarks today have given you a sense of how we have changed the
business of enforcement at the SEC to fulfill the promise of a “bold and unrelenting” enforcement
program. | would hope — and expect — that the significant enhancements we have made will be
continued in future years, with the SEC acting as an aggressive and strong regulator of the federal
securities laws, consistently looking to broaden our impact and strengthen deterrence of wrongdoing.
That is our duty and the SEC should continue to use every tool at its disposal to fulfill it. It would be a
serious mistake for investors and our markets to do otherwise.

Thank you for inviting me here today to share my thoughts with you.
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